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INSTRUCTIONS

AnswerALL the questions.

Write clearly and neatly.

Numberthe answersclearly.
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Whenanswering questions you should be guidedby theallocation of

marksin [ ]. Do not give too few or too manyfacts in your answers.

PERMISSIBLE MATERIALS

1. Non programmable Scientific Calculator.

 

 



SECTION A (Multiple Choice questions — 10 marks)

a. Aconsistent databaseis .

V
O
R
P

> one in whichall tables have foreign keys

one in whichall data integrity constraints are satisfied

one in whichall tables are normalized

onein which all SQL statements only update onetable at a time

b. Asingle-user database system automatically ensures of the database, because

only onetransaction is executed at a time.

G
O
>

serializability and durability

atomicity andisolation

serializability and isolation

atomicity andserializability

c. What isa rule that applies to the two-phase locking protocol?

I
N
P
> Twotransactions cannot have conflicting locks.

No unlock operation can precedea lock operation in a different transaction.

No data is affected until all locks are released.

No data is affected until the transactionis in its locked position.

d. All transactions must display...

T
O
P
> atomicity, consistency, and durability

durability and isolation

consistency, durability, and isolation

atomicity, durability, consistency, and isolation

e. The information stored in the is used by the DBMSfor a recovery requirement

triggered by a ROLLBACK statement, a program’s abnormal termination, or a system

failure such as a networkdiscrepancy or a disk crash.

T
O
D
D data dictionary

metadata

rollback manager

transaction log
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i: are more detailed and specific than policies and describe the minimum

requirements of a given DBAactivity.

Guidelines

Standards

Procedures

DocumentationV
U
O
P

>

Some commonphysical security practices found in large databaseinstallations include

secured entrances, password-protected workstations,

voice-recognition technology.

drug testing

fingerprinting

electronic personnel badges

retina scansG
O
P
>

, closed-circuit video, and

Oneof the important functions provided by the database is to reserve the

resources that must be used by the database at run time.

security component

authorization manager

initialization parameters

administratorG
U
O
P
>
Y

A is anamed collection of database accessprivileges that authorize a user to

connect to the database and use the database system resources.

user

role

profile

managerT
O
M

>

A(n) phase in a two-phase lock is when a transaction releasesall locks and cannot

obtain any new lock.

growing

shrinking

locking

unlockingU
O
P
P
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SECTION B

Question 1

a. Traditionally the objectives of securing data are defined using the C-I-A triad i.e.

confidentiality, Integrity and availability. Describe 3 other elements that are key

to the protection of data in electronic system. [6]

b. Differentiate between Validation and Verification. [2]

c. Give one techniqueforvalidation and oneforverification. [2]

Question 2

a. Database Triggers are a mechanism that is standard functionality in any database,

They comein twotypes, table level and system level, and can audit both DML and

DDL transactions. Outline at least four advantages three disadvantages of using

databasetriggers for auditing. [14]

b. Outline three ways by which database views can protect data ina database. [6]

Question 3

Create and document a written password policy to be given out to database users in an

organization. [10]

Question 4

a. An individual may prefer to deal anonymously or pseudonymously with an

organisation for various reasons,give at least 4 reasons why this can occur. [4]

b. With regards to personal information what do the following mean:

i. Implied consent

ii. Express consent

iii. Bundled consent [6]
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Question 5

a. Whatis the access control objective for a Statistical Database (SDB) system? [1]

b. One method of preventing inference attacks on an SDB system is to enforce query

size restrictions. A query-set size control is used to limit the numberof records that

must be in the result set of a query. Give three shortfalls of this technique. [6]

c. Using a diagram illustrate the following:

i. Data Perturbation

ii. Output Perturbation. [4]

d. One way of implementing Data Perturbation is to use Data Swapping. Given the

 

 

 

 

 

 

 

 

 

 

table Students below use Data Swapping to implement data Perturbation. [4]

Table: Students

Sex Major GP

Male Bio 4.0

Male CS 3.0

Male EE 3.0

Male Psy 4.0

Female Bio 4.0

Female cs 3.0

Female EE 3.0

Female Psy 4.0      
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Question 6

a. One solution to the concurrency problemsis locking but this produces deadlocks.

Whatis a deadlock? [1]

b. Produce a wait-for-graph for the following transaction scenario and determine

whether deadlockexists.

 

 

 

 

 

 

 

  

Transaction Data item locked Data items transaction

by transaction is waitingfor

Ti X2 X1,X3

T2 Xs, X10 X7, Xs

Ts Xs Xa, Xs

Ta X7 Xi

Ts Xi, X5 X3

To Xa, X9 X6

Tz X6 Xs    

[14]

c. For each of the following schedules, state whetherit is conflict-serializable and/or

view-serializable or none. The actionsare listed in the order they are scheduled, and

prefixed with the transaction name.
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